
SESSION 
ON 

BROWSE SAFELY, RESPONSIBLE 
ONLINE BEHAVIOR AND 

PROTECTING ONLINE ACCOUNTS

प्रगत संगणन विकास केन्द्र

Centre for Development of Advanced Computing
अनुसंधान भवन, सी-56/1, संस्थागत के्षत्र, सैक्टर- 62, नोएडा- 201307 (उ.प्र.) भारत

Anusandhan Bhawan, C-56/1, Institutional Area, Sector- 62, Noida- 201307 (U.P.) India

Dr. Neha Bajpai
C-DAC, Noida 



A web application or web service is a
software application that is accessible
using a web browser or HTTP(s) user
agent.



INFORMATION A USER SHARES

• Photos and other media

• Age and gender

• Biographical information (education, employment 
history, hometown, etc.)

• Status updates (also known as posts)

• Contacts

• Interests

• Geographical location

• Credentials





It is the information that exists online 
about you and your activity.

Be Careful About –

- What you share

- Where you share

- With whom you share

DIGITAL FOOTPRINTS



DIGITAL FOOTPRINTS

There are two kinds of Digital Footprints -

•Passive Digital Footprint

•Active Digital Footprint

Be Smart About –

-Sites you visit

-Emails you open

-Links you click



HOW TO PRESERVE YOUR 
DIGITAL FOOTPRINT?

• Always think long term before posting.

• Avoid Making Virtual or Online Friends.

• Keep your personal information private.

• Verify the profile on different platforms like
Linkedin, Twitter, Instagram and Facebook.

• Use privacy settings on social networking pages

• Protect your privacy by updating the settings on
the Browser



CYBER RISKS

CYBER 
RISKS

TABNABBING

RANSOMWARE

KEYLOGGER

SOCIAL 
ENGINEERING

MALWARE

IDENTITY 
THEFT



Safe Browsing

• Use/Install Most Secure Internet Browser

• Customize Your Security Settings

• Block pop-up windows

• Confirm Site’s Security (https vs. http, green colored padlock)

• Be wary of clicking links in email or instant messages.

• Only download software from sites you trust. Carefully
evaluate free software and file-sharing applications before
downloading them.

• Keep your browsers up to date

• Use Incognito Window or Private Browsing

• Block pop-ups, plug-ins and phishing sites



SOCIAL ENGINEERING

DUMPSTER 
DIVING

PHISHING

SMISHING

WHALING

SHOULDER 
SURFING

BAITING

VISHING



PHISHING

• E-mail sent by online criminals to trick you into
going to fake Web sites and revealing personal
information.

• In other words, It is the criminal attempting to
acquire sensitive information such as-

• usernames

• passwords

• credit card details



EXAMPLES OF PHISHING 
WEBSITES

• www.gmai1.com

• www.icici6ank.com

• www.bank0findia.com

• www.yah00.com



HOW IT HAPPENS?



How To Identify Fake 
Phishing Website?

• Verify the URL of the webpage.

• Check the Padlock symbol.

• Establish the authenticity of the website by

verifying its digital certificate.

• To do so,

Double click on the Padlock symbol at the upper right or

bottom corner of your browser window.



HOW TO CHECK A WEBSITE IS  
GENUINE OR NOT?

Website Reputation Checker

Free website reputation checker tool lets you scan a
website with multiple website services to facilitate the
detection of fraudulent and malicious websites.

•https://www.urlvoid.com/

FEATURES

•Multiple Blacklists

•Threat Analysis

•Safety Report

https://www.urlvoid.com/


TYPE URLVoid  in 
GOOGLE



TYPE THE  WEBSITE 
URL





REPORT SUMMARY



HOW TO CHECK A WEBSITE IS  
GENUINE OR NOT?

Nibbler

Nibbler is a free tool for testing websites.

https://nibbler.silktide.com/

https://nibbler.silktide.com/


SEARCH FOR NIBBLER





ENTER URL



REPORT FOR THE SCANNED  

WEBSITE



Browser Extensions



Netcraft

The Netcraft Extension is a tool allowing easy
lookup of information relating to the sites you
visit and providing protection from phishing and
malicious JavaScript.



Features

Detailed site reports

Risk Ratings

Conveniently report suspected phishing & 
fraudulent sites

Protection against Cross Site Scripting (XSS)

Protection against Phishing sites

Protection against malicious JavaScript



HOW TO INSTALL NETCRAFT





SCANNING RESULT OF WEBSITE



HTTPS Everywhere (Chrome 
Browser Extension)

• "HTTPS" is a website protocol that ensures a site is secure
before you visit it.

• The Chrome extension, HTTPS Everywhere, rewrites the
request you send to any website you want to visit in
Chrome so you can be sure your browser produces the
secure version of that site.



CLICK ON ADD TO CHROME

1.
2.



CLICK ON ENCRYPT SITES

CLICK 
ON IT



CLICK ON ENCRYPT SITES



Google Safe Browsing

• Google’s Safe Browsing technology examines
billions of URLs per day looking for unsafe
websites.

• Every day, it discover thousands of new unsafe
sites, many of which are legitimate websites
that have been compromised.



INSERT THE 
SUSPICIOUS 
LINK HERE



SITE HAS NO DATA IN 
GOOGLE DATABASE
WHICH CREATES A 
DOUBT ABOUT IT



PASSWORD SECURITY



VARIOUS TECHNIQUES USED BY 
HACKERS/CRACKERS TO RETRIEVE YOUR 

PASSWORDS

BRUTE FORCE 
ATTACKS

DICTIONARY 
ATTACK



SWITCH TO PASSPHRASE

MY PASSPHRASE

Never judge a book by its cover

nj@66!C

Never judge @ 6ook 6y !ts cover



BEST PRACTICES TO KEEP 
PASSWORD SAFE

• Use a different Password for each Service

• Use a long and complex Password

• Change Password regularly

• Do not use your passwords on a shared computer

• Test your Password

• Use Passphrase



BROWSER SECURITY



DISABLE TELEMETRY

• To disable go to Open 
Menu (three bars at 
the top right corner 

of the browser) > 
Options > Privacy & 

Security > Firefox 
Data Collection and 

Use and then 
uncheck the boxes as 

you see below:

• disable telemetry 
firefox



• To adjust the 
Firefox Content 
Blocking settings, 
go to Menu > 
Options > Privacy
and Security > 
Content Blocking
and then select 
which mode you 
want to use.



DISABLE CONTENT BLOCKING 
FOR SPECIFIC SITES

• It’s easy to disable content 
blocking for certain 
trusted sites. Simply enter 
the website URL, then 
click the “i” icon to the left 
of the address bar, then 
click the grey button to 
“Turn off Blocking for This 
Site.”

• turn off content blocking 
firefox



CHECK WHETHER YOU ARE 
SHARING THE LOCATION



CHECK FOR THE UPDATES 
REGULARLY



PRIVACY SETTINGS IN 
CHROME



Click the Chrome menu in the top-right 
corner of the browser, then select Settings.



The Settings tab will appear. Locate and 
select Show advanced settings.



The privacy settings will appear. To modify 
basic privacy settings, like enabling malware 
protection, check or uncheck the boxes next 

to each option.



FACEBOOK PRIVACY



FACEBOOK CLONING



What is Facebook Cloning? 

Facebook cloning describes a technique in which
scammers create a fake Facebook profile by
using images and other information stolen from
a targeted user’s real Facebook profile.



WHY WOULD SCAMMERS DO 
THIS?

• Once the scammers have created a fake
profile, they can send friend requests to
people on the targeted person’s friends list.

• At least a few of the victim’s friends may
accept this second friend request because
they mistakenly believe that the victim has
accidentally unfriended them.



HOW TO PROTECT YOUR ACCOUNT 
FROM FACEBOOK CLONING

• Hide Your Friends List
To hide your friends list, open your profile and click on the
“Friends” tab. Then, click the pencil icon on the right side
and click “Edit Privacy”





HOW TO PROTECT YOUR ACCOUNT FROM 
FACEBOOK CLONING

• Run A “Privacy Checkup”

If you click the “Lock” icon at the top right of
your Facebook profile, you can perform a quick
privacy checkup related to your posts, apps, and
profile. Wherever possible, ensure that they are
all set to “Friends” or “Only Me” rather than
“Public”





HOW TO PROTECT YOUR ACCOUNT 
FROM FACEBOOK CLONING

• View your profile as “Public”

At this point, it’s probably a good idea to see
what your Facebook actually looks like to
somebody who is NOT your friend. To do this,
click the “Lock” icon again then click “Who can
see my stuff”. Now, click the “View As” link
under “What do other people see on my
timeline?”





HOW TO PROTECT YOUR ACCOUNT 
FROM FACEBOOK CLONING

• Check Who Can See Your Photos

Click the “Photos” tab and open “Albums”. Some
types of album will have an audience selector
that allows you to set all of the images in the
album to “Friends” or “Only Me” in one click.





HOW TO PROTECT YOUR ACCOUNT 
FROM FACEBOOK CLONING

• Dig into Your Privacy Settings

You can also check and change privacy related settings 
via the “Privacy Settings and Tools” section.



HOW TO PROTECT YOUR ACCOUNT FROM 
FACEBOOK CLONING

• Be wary of any friend requests from people that you
are already friends with.

• If you receive one, check your own friends list to see if
you are still friends with the person. If so, the friend
request is likely to be from a cloned account.

• Alert your friend to the scam as soon as possible so
that he or she can take steps to deal with the issue.





FACEBOOK OFF ACTIVITY

Facebook says turning off the ‘Off-
Facebook activity’ result in the user
no longer seeing personalized
advertisements based on their daily
online activity.



How to turn off ‘Off-Facebook’ 
activity sharing?

To check which apps and websites have
been sharing your data with Facebook,
head over to Facebook Settings > Your
Facebook Information > Off-Facebook
Activity.



CLICK ON OFF-FACEBOOK ACTIVITY



YOU CAN MANAGE YOUR FACEBOOK
ACTIVITY FROM  HERE



TO TURN OFF-FACEBOOK ACTIVITY 
CLICK ON CLEAR HISTORY



CLICK ON THESE OPTIONS TO CHECK ALL 
THE INFORMATION WHICH YOU HAVE 

SHARED ON FACEBOOK TILL NOW. YOU 
CAN DOWNLOAD THE INFORMATION AS 

WELL









THANK YOU!

STAY SAFE STAY SECURE

Dr. Neha Bajpai

nehakapoor@cdac.in

mailto:nehakapoor@cdac.in

